ShortRisk Title: Controls and mitigations n place Residusl Risk Target Risk Further actions Date isk
identified
Uikelinood Delivery due date
Poo01 | Operational - s 1 s s Tolerate | Formal 8CP plan in place and detalls of latest test to be |04 2017 (Aug-17
disaster (Fire / flaod | the abilty to deliver the pension aaministrator <hared with Pension Board with ssue resolution
et service or aspects of the pension deadines, as appropriste
service DR plans n place and subject o testing by the
dministrator .e.in the event of power falure / Formal DR plans in place and subject to annual testing. | Q4 2017
data centre utage Details of atest test shared with Pension Board with
{ssue resolution deadiines, as appropriste
Business continuity procedures n place for
<cheme managers Formal BCP plan in place and details of latet test to be
Contracts vith all adsisers and suppliers n place shared with Pension Board with issue resolution Q12017
and stored on a central databse deadines, as appropriste
Al contracts to be held centrally and all contractual
biigations to be evidenced and reviewed Q12017
6002 | Member data a 3 2 3 Treat Initial Common data analysis o undertaken Q3 2017. | Q12018 Aug17
incomplete or | the receipt and effective Governance forrectifcation plan Conditional Dt tests to be completed n Q2 2018,
inaccurate maintenance of member data. Regular data validations against actuaria poral o be
K n twice yearly with results fed nto data ongoing
rectfcation plan. May 2018 Update: Common dat
calculaion resuls. The Pension tracing agency. aysis completed and data cleanse project underuay
Regulator requires all pension due to complete to 1R data standards (95% for legacy
dat: urrent data) by August 2018, Conditonal
deployed 1o educate and inform employers of dsta analysis completed, conditionaldata cleanse
dta requirements, roposalsunder review. Record keeping pan embedded Q2 2018
nto monthiy performance monitoring. Communications
cheme data regularlytested against actuarial Strategy submited to Local Pensions Board for pproval
data portal o check data quaity with resuits 19 June 2018, ongoing
fecding into record keeping plan
PR003 | Administration | The pension scheme s not Statotory Duty Formalsgreement in place with admistrator, |3 2 g 3 Treat LA's 10 be agreed in 03 2017 and formalised in contract | Ongoing g7
change by end of 2017. Form revew in Q1 each yea.
Scheme Events are captured and presented to quarterly
3 overnance meetings to ensure core oversight
monitored to ensure delivery nclucing clear defintion of deegated authorities activiie. Captured in Service Improvement
against these requirements and ndividual approval authorites |AAF01/06 to be provided annualy. Monthly reports
submitted to LBOB and quarterly meetings schedul
Scheme Event calendar i place to ensure head of Pension Board meetings with agreed actions.
legilative / regulatory deadlines are achieved i dministration reports produced and presented to
ABS, Scheme Return, et arterly Pension Board meetings. 18 Update:
Performance review meetings stepped up to monthly
Staf raining and forma plansinplace o ensure . terms of reference and minutes. Al schern
jent actty and projects captured i one consolidated
pian,inclucing audit actons. Additional improvement
Review independent audit eports of ettics agreed for monthly regorting,revised
aaministrator's processes,incluing review of the performance reports now include breaches of law.
dministrator's internal system and process reporting, employer compliance reporting. Additional
controls source being secured to provide oversight
cministration performance improvement on behlfof
(Ongoing dilogue and meetings with <cherme manager and to ensure no single point o faiure
cministrator within current arrangements.
Witten reports and quarterly presentations by
acministrator o scheme managers
Pooos Finance 2 1 B 2 1 Treat Budget to be agreed annualy. Anually 3 17
suppliers Fund exceeds agreed budget of coss ncurred against budget
Periodic review of suppliers, with industry / sector|
enchmarking as supporting evidence
PB00S | Fraud / Fraudulent | The systematic and procedural | Finance Conduct a monthly fraud monitoring process of |2 1 B 2 1 Treat g7
behaviour controlsoperated in the incoming contrbution payments against the 0 be accounted for and paid nlne with schedule of
managemen of the Fund are formal schedule of contrisutions contributionsesented to quarterly Pension
inadequate
|A701/06 to be provided annualy and nternal audit
plan revews by LBOB. Board meetings
dutes and logical access controls that are alfgned 12018
0 agrecd authority levels Accounts forecast against actuals checked and balanced
Check incoming and outgoing scheme funds
032018
PB00G | Employer fallure to | The Fund does not receve the | Finance Maonthly reconllation of contrbution payments |2 T B 2 T Treat (Al contrbutions received checked against schedule of |3 2017 (Aug17
contrbutions.
the Fund from Employers to fund employee
pension abltie, leacing 10 (Ongoing dilogue with employer over wilingness. Finance to evidence effors o recover unpald 42017
deficit and abity to pay contrbutions.
Annual audit Scheme accounts as at 31 March V1 tobe signed off by [22018
auditors without qualfication. Planning for next audit
o007 Finance Scheme manager monioring of employer 2 2 [+ 2 T Treat Statement from Scheme Finance on financialstrength of | 04 2018 (Aug17
covenant and businessstrength major employers and the levelsof guarantees that are n
cuarantees of funding from. place
employers
use of bonds and guarantees (Guarantees ae n place and sl efective 2018
Pooce Compliance howing |4 2 s g T Treat Al elevant people have completed aleducational | 042017 (g 17
g aining or are nthe process of completing within
correctly toperform effectively Regulator's educational material agreed timescales
Technical aduice and updates formally noted and Updates recelved from al appropriate bodies have been
ctions recorded as required acted upon. 04 each year. 022018
Poo0s | Appropriate Compliance g 2 s g T Treat Review of roles and responsibities of relevant 032017 (g 17
ncividuals o ensure incividuals hold approprate
o pertormin authoritesor there s clear escalaton ofssues requiring
designated roles and have the approriate authorities to ensure the decksions. I partcular,role of Pensions Manager.
administration i executed effctively at altimes.
Po010 Compliance 3 1 B 3 T Treat Al pension board members have completed relevant | Ongaing (Aug17
ducationl material
tochallenge 1l Pension Board members to decare any.
confcts and potential conflcts
members and recorded n confctof inerest reister
Any changes to be minuted at each meeting




